
ASPEN CASEBOOK SERIES  
  

 

PRIVACY,  
LAW ENFORCEMENT,  

AND NATIONAL SECURITY 
 

First Edition 
 
 

Daniel J. Solove 
John Marshall Harlan Research Professor of Law 

George Washington University Law School 

 
Paul M. Schwartz 

Jefferson E. Peyser Professor of Law 
U.C. Berkeley School of Law 

Faculty Director, Berkeley Center for Law & Technology 
 
 
 
 
 
 
 
 
 
 
 
 

 
  



Copyright © 2015 CCH Incorporated. 
 
Published by Wolters Kluwer in New York. 
 
Wolters Kluwer serves customers worldwide with CCH, Aspen Publishers, and Kluwer 
Law International products. (www.wolterskluwerlb.com) 
 
No part of this publication may be reproduced or transmitted in any form or by any 
means, electronic or mechanical, including photocopy, recording, or utilized by any 
information storage or retrieval system, without written permission from the publisher. 
For information about permissions or to request permissions online, visit us at 
www.wolterskluwerlb.com, or a written request may be faxed to our permissions 
department at 212-771-0803. 
 
 
To contact Customer Care, e-mail customer.service@wolterskluwer.com,  
call 1-800-234-1660, fax 1-800-901-9075, or mail correspondence to: 
  
          Wolters Kluwer  
          Attn: Order Department 
          PO Box 990 
          Frederick, MD 21705 
 
Printed in the United States of America. 
 
1 2 3 4 5 6 7 8 9 0 
 
ISBN 978-1-4548-6153-9 
 
 
 
 
 
 
  



ix#
#
#
 

 

SUMMARY OF CONTENTS 

Contents xi 
 
Preface xv 
 
Acknowledgments xvii  

1 PRIVACY AND LAW ENFORCEMENT 1 
 A. The Fourth Amendment and Emerging Technology 6 
 B. Information Gathering about First Amendment Activities 82 
 C.  Federal Electronic Surveillance Law 95 
 D. Digital Searches and Seizures 111 

2 NATIONAL SECURITY AND FOREIGN INTELLIGENCE 155 
 A. The Intelligence Community 157 
 B. The Fourth Amendment Framework 157 
 C.  Foreign Intelligence Gathering 166 
 D. NSA Surveillance 194 
 
Index 225





xi#
#
 

CONTENTS 

Preface xv 
 
Acknowledgments xvii 

 
1 PRIVACY AND LAW ENFORCEMENT 1 

A. THE FOURTH AMENDMENT AND EMERGING 
TECHNOLOGY 6 
1. How the Fourth Amendment Works 6 

(a) Applicability: Searches and Seizures 6 
(b) Reasonable Searches and Seizures 7 
(c) Enforcement: The Exclusionary Rule and Civil Remedies 9 
(d) Subpoenas and Court Orders 10 

2. Wiretapping, Bugging, and Beyond 13 
● Olmstead v. United States 14 
● Lopez v. United States 21 
● Katz v. United States 24 
● United States v. White 30 

3. The Reasonable Expectation of Privacy Test and Emerging 
Technology 34 

(a) The Third Party Doctrine 34 
● Smith v. Maryland 34 

(b) Items Abandoned or Exposed to the Public 45 
● California v. Greenwood 45 

(c) Surveillance and the Use of Sense-Enhancing Technologies 52 
● Florida v. Riley 53 
● Dow Chemical Co. v. United States 60 
● Kyllo v. United States 64 
● United States v. Jones 72 



xii# CONTENTS'
 

B. INFORMATION GATHERING ABOUT FIRST 
AMENDMENT ACTIVITIES 82 

● Stanford v. Texas 84 
● Gonzales v. Google 91 

C. FEDERAL ELECTRONIC SURVEILLANCE LAW 95 
1. Section 605 of the Federal Communications Act 95 
2. Title III 97 
3. The Electronic Communications Privacy Act 97 

(a) The Wiretap Act 99 
(b) The Stored Communications Act 102 
(c) The Pen Register Act 103 

4. The Communications Assistance for Law Enforcement Act 104 
5. The USA PATRIOT Act 106 
6. State Electronic Surveillance Law 108 

D. DIGITAL SEARCHES AND SEIZURES 111 
1. Searching Computers and Electronic Devices 111 

● United States v. Andrus 113 
● Riley v. California 119 

2. Encryption 125 
3. Video Surveillance 129 
4. E-mail and Online Communications 129 

● Steve Jackson Games, Inc. v. United States Secret Service 129 
● United States v. Warshak 135 

5. ISP Account Information 142 
● United States v. Hambrick 142 

6. IP Addresses, URLs, and Internet Searches 150 
● United States v. Forrester 150  

 
2 NATIONAL SECURITY AND FOREIGN 

INTELLIGENCE 155 
A. THE INTELLIGENCE COMMUNITY 157 

B. THE FOURTH AMENDMENT FRAMEWORK 157 
● United States v. United States District Court (The Keith Case) 159 

C. FOREIGN INTELLIGENCE GATHERING 166 
1. The Foreign Intelligence Surveillance Act 166 

● Global Relief Foundation, Inc. v. O’Neil 169  
● United States v. Isa 171  



CONTENTS'''' xiii#
 

2. The USA-PATRIOT Act 173 
● The 9/11 Commission Report 178 
● In re Sealed Case 178 

3. National Security Letters 186 
4. Internal Oversight 190 

(a) The Attorney General’s FBI Guidelines 190 
(b) The Homeland Security Act 192 
(c) The Intelligence Reform and Terrorism Prevention Act 192 

D. NSA SURVEILLANCE 194 
1. Standing 196 

● Clapper v. Amnesty International USA 196 
2. The Snowden Revelations 205 

● Klayman v. Obama 207 
● In re FBI 216 

 
Index 225


	PLN 01 Title FINAL 02.pdf (p.1-8)
	PLN 02 Contents FINAL 04.pdf (p.9-17)
	PLN 03 Preface FINAL 03.pdf (p.18-25)
	PLN Chapter 1 FINAL 02.pdf (p.26-179)
	PLN Chapter 2 FINAL 02.pdf (p.180-248)
	PLN 04 Index FINAL 03.pdf (p.249-250)

